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IPv4 Complexity

—

CGN

PN

Apps

ALGs

PORT

IPv4

MPLS @ MPLS

IPv4 IPv4

IPv4

IPv4 IPv4

VLAN

PORT VLAN VLAN

FWD FWD FWD FWD

VLAN VLAN

PORT

VLAN

—

End Customer Access SP Core DC
Point Edge Network: Edge Transport Edge

BRKRST-2616

IPv4

DC Edge
Services

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public

PORT

VLAN

5



IPv6-Centric Networking — Simplicity & Opportunity

Creating a global conduit of shared information touching applications, services,
networks, processes, data...
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Carrier Grade NAT: Sharing public IPv4 addresses

Session State
{SIP@,DIP@,Sp,Dp

Private IPv4
10.0.0.0/8
100.64.0.0 /16

Public IPv4
She\red/Oversubscribed
S\tate per session

Makes the Internet Statefull ! ... Really~
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http://www.istockphoto.com/stock-photo-12226605-brightly-coloured-ethernet-network-cables-twisted-on-white-backg.php?st=7937ed1

© 2017 Cisco an

- Cisco Methodology

1



= Validated Solution: IPv6 Integration with Cisco SD-Access, SD-WAN, and Firepower

= https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/Cisco-Validated-
Solution-Profiles/b cisco validated solution ipv6.html

The objective is to enable IPv6-only clients while keeping the underlay infrastructure dual stack during transition. Migrating to a single-stack
IPv6 architecture for both overlay and underlay will be performed when an end-to-end, IPv6-only environment is fully supported.

alraln Hardware and Software Specifications

cisco. 33 pages
The solution is validated with the hardware and software listed in the following table. For the complete list of hardware supported, see the Cisco Software-Defined Access Compatibility
Matrix.
Role Hardware Platform re Rel Software Release _
Cisco DNA Center Controller DN2-HW-APL 2.3.3.7 2.3.5.4
Campus
. Cisco |dentity Service Management, Virtual (ISE-VM-K9) platform 3.0 Patch 6, 3.1 Patch 3 3.2 Patch 2
wired
Cisco SD-WAN NMS Controller vManage 20.10 20.10
Wan Cisco SD-WAN Edge ASR1002-X 17.9.4a 17.9.4a
Cisco SD-WAN Edge C8300, C8500 17.10 17.10
| Cisco SD-Access Fabric Border Node | C9500H/C9600 17.6.6a 117.6.6a, 17.9.42 '
Cisco SD-Access Fabric Control Plane C9500H/C9600 17.6.6a 17.6.6a, 17.9.4a
Node
Validated Solution: IPv6 Integration with Cisco SD-Access, SD-WAN, and | B RSD Y Yool W= ol o[- R 0120 (R 0L 0 R 01211 R X X - - E——— 1 - -7~ A V- —
Firepower Industrial | cisco Industrial Ethemet 4000 Extended | IE4000 15.2(7)E4 15.2(8)E1
Solution Overview 2 Node
" T T T T \
Techuology Overview: 2 Cisco Wireless Controller C9800-40, C9800-CL 17.6.6a 17.6.6a, 17.9.4a
Hardware and Software Specifications 11 ] " " " .
Sealsi 2 Cisco Firepower Threat Defense Security | FPR9300, FPR2110 7.2 7.2
. Appliances
Solution Use Case Scenarios 12 Secu r|ty
Solution Key Notes 13 Cisco Secure Firewall Management Center | FMC Virtual 7.2 7.2
References 31
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/Cisco-Validated-Solution-Profiles/b_cisco_validated_solution_ipv6.html

Cisco Validated Design ( CVD) & Validated profiles ( CVP)

u IPv6 in Cisco SD-Access ( CamPUS) Figure 1. Solution Testbed Logical Topology
. . . . i _ Data Center — IPv4
= Over time Cisco DNA Center architecture has evolved from traditional campus LAN Reta Carter>anac ROk v/ @08 g e
designs to the Cisco SD-Access design architecture. Cisco SD-Access uses Cisco DNA % ® SD-WAN Controllers —ﬂ i i .
. o . . o . . . GPV4/VG
Center to design, provision, and apply policies, as well as provide wired and wireless @ ® i/v < Internet/Cloud D;"S;Mmmslm A it
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network assurance for an intelligent campus network. In this solution, the Cisco SD- @ 3 DN 2

Access fabric underlay uses IPv4 addressing.In the Cisco SD-Access fabric, overlay IPv6

traffic is transported in IPv4 Virtual Extensible LAN (VXLAN) tunnels. = FP2110 BE.g
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https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/Cisco-SD-Access-SD-WAN-Independent-Domain-Guide.pdf

Infra Firewall Instance

VPN 10

Firewall Instance Types

= At the main site, three types of firewall instances are
deployed: Infra Firewall, VN Firewall, and Internet Firewall.

Edge Nodes

Branch Site

= The Infra Firewall instance provides Cisco SD-Access underlay
connectivity for Cisco DNA Center to discover Cisco SD-Access
fabric devices at the main site and remote branch sites.

Main Campus Site

= The VN Firewall instance connects the Cisco SD-Access VN to o
the Cisco SD-WAN VPN and provides VN connectivity to the o
shared-services network in the data center.

VN Firewall Instance
[

VPN 1

@

= The Internet Firewall instance provides internet access to the
Cisco SD-Access VN hosts

» The Internet Firewall instance receives IPv4 and IPv6 default routes
from the internet router through the eBGP.

Main Campus Site

» The Internet Firewall instance advertises IPv4 and IPv6 default routes

to fabric borders through the eBGP Internet Firewall Instance

= The Internet Firewall instance denies traffic between different VNs to ) @ """"" @ ntemet
maintain macrosegmentation '

= The Internet Firewall instance allows outbound traffic to IPv4 and IPv6
internet.

= The Internet Firewall instance performs NAT64 function to allow IPv6
clients reachability to the IPv4 internet.

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 14
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Scale

Category Scale Numbers

VNss per site 5

Wireless controllers per site 2 per HA

Fabric sites 10

APs per site 200-1000
<W 20,000

SSIDs per site S— 4

SGTs 100

Traffic profile Unicast and multicast
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Use cases

« Automated secure Cisco SD-WAN transporting IPv4 and IPv6 traffic

« Fabric-enabled wireless deployment for IPv6 Enterprise users

« Network visibility, monitoring, and troubleshooting for IPv6 devices and endpoints

- IPv6 application visibility and health

«  Network robustness for IPvé networks

« Secure onboarding for various IPv6-only endpoints

« End-to-end IPv6 traffic and secure internet access

- End-to-end inline SGT traffic enforcement between Cisco SD-Access sites across Cisco SD-WAN
« IPv6-only clients access of IPv6 applications and legacy IPv4 applications

- IPv6 application performance optimization with quality of service (QoS) and path selection
« IPv6 endpoints and addresses scale

- Day-n operations for the following operations: Image Upgrade, Configuration Management, Backup and Restore, and Network
Expansion.
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