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INTERNET PROTOCOLS

XML/JSON

i | HTTP App
R TCP — UDP
IPv4 — IPV6

Ethernet / Wi-Fi
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INTERNET PROTOCOLS

JSON

App

IPv4 — 1Pv6

Ethernet / Wi-Fi

Throughput : Gbit/s
MTU : ~1000 Bytes
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INTERNET PROTOCOLS

JSON

App

IPv4 — 1Pv6

Ethernet / Wi-Fi

Throughput : Gbit/s
MTU : ~1000 Bytes

12

Source: NXP
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layers

INTERNET PROTOCOLS

Information Management

XML JSON

App

IPv4 — 1Pv6

Ethernet / Wi-Fi

Throughput : Gbit/s
MTU : ~1000 Bytes
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Source: NXP









INTERNET PROTOCOLS

Information Management

.
RDF YANG
XML/JSON
PN App
e TCP — UDP UDP
IPv6
Ethernet / Wi-Fi IEEE 802.15.4
Throughput : Gbit/s Throughput : 100 Kbit/s

MTU : ~1000 Bytes MTU : ~100 Bytes
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loT Protocol Stack Examples

A

Application layer

I Transport I

1 A
1

l - |

A

G3-Alliance

v ?
IETF 6LOWPAN
| Dense Nwk. Enh. | i =
F] Hyedab layer
A A
A4 h 4
IEEE 802.15.4-2006 | IEEE 802.15.4-2015
G3-PLC MAC RF MAC

7 g v 1

G3-PLC PHY IEEE 802.15.4-2020
SUN FSK

e ey e B

G3-PLC

Application (outside scope of Wi-SUN,

-
Appll:'ﬂ% depends on deployment needs)
L

ANSI C12.22, DLMS/COSEM, DNP3/IP, IEC 60870-5-104...

s

Security UDP (TCP) ]
v
Routing: RPL IPV6 (ICMPv6, QoS, Multicast...) ]
T
IETF 6LOWPAN (RFC 4844, 6282) ]
IEEEBO2ax || | comcmoo- '
802.111 12 Mash |
EAP-TLS , foptionsh I
i
| i IEEE 802.15.4g MAC sub—lmr] | leu 1901.22-2013 |
1 Node-to-Node i |
! (Optional) £TS1 ¢ (IEEE 802.15.4-2015) | 302.15.4 frame format
: T5-102-887-2 :

IEEE 802.15.4¢ (FSK) ]

5
(IEEE 802.15.4-2015) ['EEE L |

1
I
Wi-SUN FAN |

Wi-SUN Netricity
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6LoWPAN Overview

40 bytes 8 bytes n (n > 127 bytes)
IPv6 datagram ==»{ IPv6 Header upP Payload
Header
L-" . T ]
.- e . - .
. . I 1 1
4 bytes 2-3 byfes 1 byté X i ;
Frag. Type & Dispatch In-line IPv6 NHC In-line Next Fragment 1 Pavload i
Header (FRAG1) | (011) + IPHC | Header Fields Header Fields agment 1 Fayload i
. S ! 1 1
| S . 1 . M
1 5bits 11 bits 16 bits™ " ~. ; Offset : !
Frag. | Datagram ; .
Type Size Datagram Tag 5 bytes ] i
Fragmentation
Fragment 2 Payload
Dispatch Byte (11000) Header (FRAGN) - € Y
: ey i
: 5 bits 11 bits 16 bits Shits - . ;
Frag. | Datagram Datagram i
Type Size Datagram Tag Offset ;
i
Dispatch Byte (11100) i
5 bytes i
Fragmentation o 2 Bavlaa
Header (FRAGN) Frag. 3 Payload
* IPHC: IPv6 Header Compression "b‘ ) Tl
* NHC: Next Header Compression 5 bits 11 bits 16 bits 8 bits-~ .
Frag. | Datagram | | @ @ amTa Datagram
Type Size g e Offset

Dispatch Byte (11100)
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MOOQOC: IoT Communications and Networks @Coursera 19

Outline of the MOQOC:

Week 1: MAC Layer: IEEE Std 802.15.4 CSMA/CA & TSCH

Week 2: 6TiISCH Adaptation Layer
Week 3: IPv6 & 6LoWPAN Adaptation Layer
Week 4: Routing Layer: RPL

Educational Team:
Georgios Z. Papadopoulos
Nicolas Montavont
Géraldine Texier
Remous-Aris Koutsiamanis

Interviews from the industrial community:
Pascal Thubert, Cisco Systems
Thomas Watteyne, Analog Devices, Falco
Rémi Dubaele, ENEDIS

coursera




@ |Pv6 et l'Internet jets. Sminai cep & Idate, 7 Décembre 2023, Paris. Appuyez sur [ échap | pour quitter le mode plein écran
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Information Management

®
°ce
Lightweight MM e

header
compression

SCHC

IPv4 — |Pv6

6LoWPAN

IPv6

IEEE 802.15.4

Ethernet / Wi-Fi

Throughput : 100 Kbit/s
MTU : ~100 Bytes

Throughput : Gbit/s
MTU : ~1000 Bytes

Bretagne-Pays de la Loire

LPWAN

Throughput : < 10 Kbit/s
MTU : ~10 Bytes




Information Management

|
1

CHNT G0 2o o iy it s o

()N <)
LightweightM“M

specified at oma

s

TV

XML/JSON
S oy
7 App NS
s T
4 g O
)
3 IPV4 — IPV6 . IPV6
i Ethernet / Wi-Fi IEEE 802.15.4 LORAWAN
layers 'w Throughput : Gbit/s Throughput : 100 Kbit/s Throughput : < 10 Kbit/s
IMT Atlantique MTU : ~1000 Bytes MTU : ~100 Bytes MTU : ~10 Bytes

Bretagne-Pays de la Loire
Ecole Mines-Télécom



SCHC SOLUTION OVERVIEW FOR ELECTRICITY
METERING

Acklio SCHC
“5'-3’ Embedded Software

‘ Acklio SCHC IP Core
'H‘ Server
DLMS/COSEM over UDP over . /DLMS/COSEM ‘.
: UDP | (7
/_\ LoRa R (( ) ‘ R ,:,;;, over _ =
g g 7 g e
- T e ——
LoRaWAN DLMS LoRaWAN LoRaWAN Network Server Utility Head
Module Smart Meter Gateway End System
End to End R
DLMS/COSEM

SCHC is integrated in a LoRaWAN AMI network through:

A SCHC software library embedded into the Smart Meter or its LoRaWAN
communication module

?CHC IP Core Server positioned between a LoRaWAN Network Server and the Utility
'“ ad End System

IMT Atlantique

0
Bretagne-Pays de la Loire
Ecole Mines-Télécom

Actility k,) aCk|I0



compression ratio of 90% for IPv6 headers over

LoRaWAN 48bytes  8bytes

e DLMS /COSEM Payload
Wrapper

'

m DLMS /COSEM Payload

1 to 3 bytes

75% compression rate on the whole IPv6/UDP/DLMS
pac ket 48 bytes 8 bytes 46 bytes*

IPv6 + DLMS

(*) Typical block
1to 3 bytes 23 bytes* load message

d_nd
P e A Actility k') acklio

Ecole Mines-Télécom Unifying LPWA Networks




ABNT adopted DLMS/COSEM in its NBR 16969 standard
ABNT describes LoRaWAN as an eligible connectivity with SCHC

(1t m=p ADLMS mmp IP5 = LoRawAN

SCHC

 RFC 8724

« RFC 9011

« LATS010-1.0.0

* DLMS blue book ed.

4 nd 14 - :
IMT Atlantique / . LA
Bretagne-Pays ge la Loire %\A Ac t I I I ty ‘ (‘!‘D’ 9 cpwgw!! 0

Ecole Mines-Télecom e s DR TR T



SMART METER

Nimbus.

Italgas
nimbus LE:.-—‘-’-

Ve

Smarter . Graise:

QQZEQ A femagint

than ever. v BRI O
00

An unprecedented innovation in the industry to give .||||||Ill“||||"|" 7 @ e
you the edge in performance, safety and &g:—- i"-?..L.L_.._

sustainability. Discover the new Italgas smart meter

and step into the ecological transition.

Paris, November 29, 2023 - Italgas unveiled today in Paris the world's most cutting-edge 'H2 ready' smart meter. This
technological gem enables Italgas networks to efficiently accommodate, distribute, and measure various types of
gases, including blending among them.

Y - :
e A Actility ‘@’ acklio

Ecole Mines-Télécom Unifying LPWA Networks



Information Management

CORECONF

(&)
LightweightM“M go

specified at oma

XML/JSON

App

IPv4 — IPV6 IPv6

6LoWPAN
i Ethernet / Wi-Fi IEEE 802.15.4
aers 'w Throughput : Gbit/s Throughput : 100 Kbit/s
MTU : ~1000 Bytes MTU : ~100 Bytes

IMT Atlantique
Bretagne-Pays de la Loire
Ecole Mines-Télécom

header
compression

SCHC

Time Series

IPv6

LORAWAN

Throughput : < 10 Kbit/s
MTU : ~10 Bytes




